2 PREVENT

Hardens security proactively
Identifies and prioritizes risks
Emulates attacks to test vulnerabilities

Helps organizations meet NIST and other regulations

Theimportance of hardening your defenses

Attackers today are using more automation, targeting supply
chains and shadow IT, and leveraging new techniques in their
attack campaigns. Security approaches and operations need
to evolve to manage cyber risks to prevent downtime. It's
also a matter of efficiency: many organizations are expanding
their use of infrequent, manual expert testing to try to identify
vulnerabilities that require yet more manual effort from IT
teams to patch systems.

Introducing Darktrace PREVENT

While there are point products that aim to address
different aspects of the problem, most are siloed and
single point-in-time. And in the case of pentests, most
become tick-box exercises for companies to stayin
compliance - but do not support effective action.
Security teams can be left with a mountain of vulnerability
information to work through, much of it irrelevant to the
security risks executives care about.

Darktrace PREVENT is an interconnected set of Al products that deliver proactive cyber security to help organizations pre-empt
future cyber-attacks. The product family empowers the CISO and security staff to become an Al-powered Red Team, simulating
attacks, identifying critical assets, and testing pathways of vulnerability, then shoring up defenses to prevent attackers from reaching

vital systems and data.
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Darktrace PREVENT / Attack Surface Management™

Darktrace PREVENT/ASM gives you unparalleled visibility
into the parts of your organization that are exposed to the
outside world - allowing your security team to proactively
identify risks before an attack takes place.

The solution continuously monitors the external attack
surface, assessing all your assets for risks, high-impact
vulnerabilities, and external threats.

PREVENT/ASM is used by businesses to reveal shadow IT,
supply chain risks, potential phishing domains, vulnerabilities
and misconfigurations, and risks arising from mergers

and acquisitions.

PREVENT/ASM also communicates its findings to Darktrace
DETECT + RESPOND, which in turn heighten sensitivity
around critical chokepoints.
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Darktrace PREVENT / End-to-End™

Darktrace PREVENT/E2E assesses the strategic risks facing your organization, giving you the ability to prepare for attacks before they
happen. Itidentifies and prioritizes high-value targets and pathways to secure vital internal systems and assets.

n Attack Path Modeling Security and Awareness Training
Maps the most relevant and impactful attack paths Identifies users who are exposed or vulnerable to phishing,
through your organization inreal time allowing IT teams to tailor training based on real-world data.
ﬂ Pentest Augmentation Cyber Risk Prioritization
Tests all potential attack pathways around the clock Continuously updates its findings to show you which

. areas of focus would reduce risk to the greatest extent.
E Breach & Attack Emulation

Deploys harmless “attacks” that emulate malware, phishing,
spoofing, and other common threats.

Darktrace Solutions Feed Backinto the Cylber Al Loop™
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Darktrace PREVENT forms part of Darktrace's Cyber Al Loop, which orchestrates a set of dynamically related cyber
threat capabilities. Combined with Darktrace DETECT™ + RESPOND™, Darktrace PREVENT autonomously implements
countermeasures to harden your defenses around critical vulnerabilities and attack paths.

Abou‘t Darktrace (DARK.L), a global leader in cyber security Al, delivers complete Al-powered solutions in its mission

DCIrktrOCG to free the world of cyber disruption. We protect more than 7400 customers from the world's most complex
threats, including ransomware, cloud, and Saa$S attacks. Darktrace is delivering the first-ever Cyber Al Loop,
fueling a continuous security capability that can autonomously spot and respond to novel in-progress threats

within seconds. Darktrace was named one of TIME magazine's “Most Influential Companies” in 2021. Scanto

LEARN MORE

DARKTR s g
UI‘“'\K ] I\/-\Cc %q,_.» CYBERSEER Official MSSP Partner - To request more information, please visit: https://www.cyberseer.net/technologies/darktrace/
Evolved threats call for evolved thinking | info@cyberseer.net

© 2022 Dark Darktrace name, logo, and other trademarks used herein are trademarks of Darktrace Holdings Limited. The names of ot



https://www.linkedin.com/company/darktrace/
https://twitter.com/Darktrace
https://www.youtube.com/channel/UCA3MseYette-MNUSuDwrQbg
https://meetings-eu1.hubspot.com/tom-lauder



